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Abstract: The known-key establishment template and others full control of experimental equipment preconditions are
required to implement the traditional template attack. The preconditions restrict the application scenario of template at-
tack. The template attack is only applied to the device that the key input can be controlled. In order to resolve the restric-
tive preconditions, a novel method of template attack based on clustering was proposed. The clustering EM algorithm
was modified according to the characteristics of information leakage model in the method. The modified clustering
methods accurately fitted the leaked information probability model in the case of unknown key, the location of infor-
mation leakage could be determined. Then the attack established the templates in the location, and implemented template

matching. The proposed method eliminates the dependence of traditional template attacks on per-conditions and expand
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the application scenario of template attack.
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%2 5 BRI 575 S5 RO 0T AR Th R A0S M S X L
By i R H m 1 B % 2 Pri % 3 P % 4 W S
20 71.23% 83.56% 84.93% 86.30% 4.96
30 81.63% 91.84% 97.96% 97.96% 1.73
STD 40 91.67% 91.67% 97.22% 97.22% 1.33
50 100.00% 100.00% 100.00% 100.00% 1.00
60 100.00% 100.00% 100.00% 100.00% 1.00
20 10.96% 17.81% 21.92% 24.66% 49.93
30 48.98% 59.18% 71.43% 73.47% 8.04
EM 40 61.11% 69.44% 72.22% 72.22% 29.53
50 82.76% 86.21% 86.21% 89.66% 3.45
60 20.83% 29.17% 37.50% 37.50% 14.13
20 53.42% 58.90% 61.64% 64.38% 19.74
30 51.02% 61.22% 63.27% 73.47% 12.84
EMPD 40 63.89% 75.00% 77.78% 77.78% 9.89
50 65.52% 72.41% 72.41% 75.86% 4.55
60 79.17% 87.50% 87.50% 91.67% 3.33
20 54.79% 58.90% 60.27% 63.01% 15.97
30 51.02% 57.14% 75.51% 77.55% 9.49
EMPDC 40 77.78% 77.78% 77.78% 83.33% 8.53
50 75.86% 79.31% 79.31% 86.21% 3.14
60 79.17% 87.50% 91.67% 91.67% 2.75
20 72.60% 76.71% 78.08% 82.19% 6.18
30 79.59% 83.67% 89.80% 91.84% 2.29
EMPDS 40 88.89% 91.67% 91.67% 91.67% 1.58
50 100.00% 100.00% 100.00% 100.00% 1.00
60 100.00% 100.00% 100.00% 100.00% 1.00
%3 STD 5 EMPDS i)l R85 5 W BN B X &
Wi Iy ik BRI S 1 B % 2 Pr % 3 W% 4 B % T
8 000 81.63% 91.84% 97.96% 97.96% 1.73
7 000 81.63% 91.84% 97.96% 97.96% 1.73
6 000 81.63% 97.96% 97.96% 97.96% 1.73
5000 79.59% 93.88% 93.88% 95.92% 2.59
STP 4000 83.67% 91.84% 93.88% 95.92% 4.12
3000 69.39% 87.76% 89.80% 89.80% 6.00
2 000 65.31% 85.71% 87.76% 87.76% 7.55
1 000 67.35% 81.63% 85.71% 87.76% 25.10
8 000 100.00% 100.00% 100.00% 100.00% 1.15
7 000 100.00% 100.00% 100.00% 100.00% 1.00
6 000 92.31% 100.00% 100.00% 100.00% 1.08
5000 100.00% 100.00% 100.00% 100.00% 1.00
EMPDS
4000 76.92% 100.00% 100.00% 100.00% 1.23
3000 69.23% 92.31% 100.00% 100.00% 1.38
2 000 61.54% 76.92% 76.92% 76.92% 4.92
1 000 61.54% 84.62% 92.31% 92.31% 1.77
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